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Technical Guide: Navigating auditing AI models in the financial services sector
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[bookmark: _Toc223951565]Executive Summary[footnoteRef:1] [1:  The following sources were used extensively to prepare this paper: EU AI Act, GDPR, POPIA, Global Internal Audit Standards, National Institute of Standards and Technology (NIST), the Institute of Internal Auditors’ (IIA) Artificial Intelligence Auditing Framework, International Organisation for Standardization 42001 (ISO 42001)] 

Artificial Intelligence (AI) is revolutionising business operations, becoming essential for activities like fraud detection, credit scoring, and customer engagement. These advances bring greater speed and efficiency, but they also create new regulatory, operational, and sustainability (e.g., carbon footprint of data centres) challenges, as well as workforce (e.g., erosion of critical thinking skills) and ethical challenges that traditional assurance methods weren’t designed to address.
Internal Audit needs to understand how AI models are designed, trained, deployed and monitored. They also need to assess the governance structures, how decisions are escalated, and how incidents are handled. This enables Internal Audit to determine whether risks are being managed, controls are functioning, and the organisation is meeting its regulatory obligations.  In this environment, assurance needs to be continuous and Internal Audit needs to engage proactively with auditees to empower organisations to harness AI’s potential without compromising integrity.   This paper outlines the following risk-based internal audit framework for AI models:

Implementing this framework allows Internal Audit to position itself as a strategic partner in AI model governance. 
[bookmark: _Toc223951566]Introduction
AI is fundamentally reshaping today's financial services industry. The models are integrated into core operations, accelerating decision-making, reducing costs, and improving efficiency.
The surge in innovation compounds the speed at which complexity is escalating and is introducing new risks that traditional assurance frameworks aren’t equipped to handle.  The reason for this is that AI relies on probabilistic reasoning, complex and often opaque algorithms, and vast amounts of data.  This can lead to bias and lack of transparency which in turn create challenges in governing these environments and meeting regulatory requirements. This is challenging the Internal Audit mindset of retrospective assurance as there is increasing demand for real-time assurance over adaptive, continuously learning systems.
Below is a risk‑based framework for auditing AI models, beginning with an overview of the AI model lifecycle.
[bookmark: _Toc215232421][bookmark: _Toc215235070][bookmark: _Toc223951567]The AI Model Lifecycle[footnoteRef:2] [2:  What is the life cycle of a data science project? – Celigent. https://celigent.com/what-is-the-life-cycle-of-a-data-science-project/] 

The development of AI models must follow a structured lifecycle (see Figure 1 below) to ensure the model’s purpose, design decisions and controls are clear and traceable.

Figure 1: AI model lifecycle
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The AI model lifecycle consists of the following stages:
[bookmark: _Toc215235071][bookmark: _Toc223951568]Ideate and plan solution
Business managers identify the specific problem or opportunity the model is intended to address (e.g., reducing fraud or expediting loan approvals).
Collect and prepare data
Data teams identify the required datasets for the model and confirm that the data can be used for the intended purpose. The data is sourced, cleaned, labelled and preprocessed.   In addition,  record data lineage and privacy considerations are recorded for future reference. 
Develop and train 
Model developers select the modelling approach, explain why it is appropriate, and train the model using the prepared data. They document key design choices, address potential sources of bias and ensure the model’s behaviour can be interpreted by those who rely on it.
[bookmark: _Toc215235074][bookmark: _Toc223951571]Validate and test 
Ensure accuracy and reliability of the model by testing it on independent datasets . 
[bookmark: _Toc215235075][bookmark: _Toc223951572]Deploy and release
Technology and business teams integrate the model into the relevant process. The following is implemented before the model is approved for deployment: access controls, monitoring thresholds, fallback procedures and incident‑handling steps. 
[bookmark: _Toc215235076][bookmark: _Toc223951573]Monitor and maintain
Model owners track performance, data drift, operational incidents and regulatory changes. They update or retrain the model when performance deteriorates or when the underlying data or business context changes. All updates follow the same validation and approval steps as the original release.
[bookmark: _Toc215235077][bookmark: _Toc223951574]Retire and decommission
When a model is no longer needed or no longer performs adequately, the owner initiates a controlled retirement process. This includes removing the model from production, archiving documentation and ensuring that dependent processes are updated.
[bookmark: _Toc215235078][bookmark: _Toc223951575]Risk-based audit approach
[bookmark: _Toc215235079][bookmark: _Toc223951576]Audit Plan considerations
High-risk AI applications, such as those influencing credit decisions, anti-money laundering efforts, or fraud detection, should be prioritised based on their risk ratings.
Auditors should assess the risk level of AI models by looking at factors such as:
What the model is used for.
How complex the model is.
How critical the model is to the business.
What could happen if the model fails or is misused.

Models that support sensitive or high-impact business functions require closer examination and broader audit coverage.

Assurance should be provided on AI and its use in the organisation in two ways.  Firstly, AI lifecycle management processes should be included in the audit universe and assessed in the same manner as other processes to determine whether assurance is required.  
The second form of assurance should involve auditing AI solutions using a white-box approach (i.e., auditing the model itself, rather than auditing around it).  To this end, in addition to considering the inherent and residual risk rating for a process and factors such as changes in the environment, fraud risk events and the maturity of the environment as part of their risk-based processes prioritisation, the CAE should consider the following factors for each process with respect to AI:
Where AI is embedded in the process.
The extent to which AI use impacts financial decisions.
The extent to which AI use impacts regulatory compliance.
The extent to which the IA model bias could impact reputation.
[bookmark: _Toc215235080][bookmark: _Toc223951577]Auditing AI lifecycle management processes
The AI lifecycle management processes should be proactively audited to provide real-time assurance rather than reactive assurance. In practice, this means offering continuous assurance for high-risk AI solutions as they progress through every stage of the AI lifecycle, from initial development right through to retirement.
Key risks and controls to consider in the AI management lifecycle
Businesses should embed comprehensive practices throughout the model lifecycle to achieve robust governance of AI models. Table 1 sets out examples of the risks Internal Audit should consider and the controls that model owners and governance teams should implement.
Table 1: Examples of key risks and controls for AI models
	Stage
	Key Risks
	Key Controls

	Overall
	Bias in algorithms, which can happen if historical data or sampling methods lead to specific groups or regions being underrepresented. 
A lack of transparency in how automated decisions are made.
New types of cyber threats, such as data poisoning and model inversion.
The risk of regulatory changes. 
Lack of critical design thinking.
Gaming the model.
Hidden errors.
Not enough human oversight. 
Dependence on vendors, third parties, and cloud or API services. 
Poor traceability and accountability within AI systems.
	Bias detection and mitigation procedures that test for skewed outcomes.
Use of use of diverse and representative training data.
Explainability frameworks allowing model owners to interpret and justify outputs.
Governance oversight by ethics and governance committees.
Keep detailed records of model design, training data, and decision logic.
Processes to inform individuals when decisions are AI‑driven.
Provide mechanisms for human review of significant decisions.
Assign clear responsibility for reviewing and approving critical AI decisions.
Assign clear responsibility for reviewing and approving algorithmic outcomes.
Follow secure development practices.
Carry out adversarial testing, to identify vulnerabilities.
Maintain strong API security, to restrict unauthorised access.
Monitor for unusual patterns in data inputs and model outputs to spot potential attacks.
Conduct regular compliance reviews for POPIA, GDPR, and EU AI regulations. 
Vendor risk management processes covering cloud/API providers.
Ensure agreements with AI Vendors include addenda outlining the right to request SOC 2 reports or independent attestations to assess vendor model development and data handling.
Include a specific ‘right to audit’ clause and AI-focused addenda to ensure third-party vendors disclose data-handling and bias-mitigation practices.
Maintain comprehensive documentation and audit trails that support traceability across the lifecycle.

	Ideation and planning
	Objectives that aren’t clearly aligned with business goals.
Unclear regulatory implications. 
Weak governance structures.
	Formal business case approval that confirms the model’s purpose and expected outcomes.
Risk assessment, rating and classification.
Governance committee review.

	Data collection and preparation
	Poor data quality.
Use of non-compliant or unauthorised data.
Privacy breaches.
	Data governance policies that define acceptable data sources and usage.
Regularly check the completeness, accuracy and reliability of data.
Define specific data quality dimensions, including completeness, accuracy, veracity, update frequency, and representativeness of the target population.
Document data consent and lineage to track the origin of data, how it is used, and to confirm that all necessary permissions have been obtained.

	Model development and training
	Unintended bias in the algorithm.
Difficulty understanding how the model makes decisions.
Security vulnerabilities that could be exploited.
Hallucination, response relevance, toxicity, jailbreaking and model inversion in generative AI models. 
	Implement bias detection measures to identify and address unintended biases in the model by using metrics such as demographic parity, equalised odds, and risk ratios.
Apply explainability frameworks to ensure the model’s decisions can be understood and explained. 
Enforce access controls so only authorised. individuals can modify or interact with the model. 
Encrypt sensitive data throughout the model’s lifecycle.

	Validation and testing
	The model may overfit or underfit, meaning it could be too closely tailored to the training data or not capture the underlying patterns well enough. 
Inadequate stress testing. 
The model could make incorrect decisions.
	Independent validation of the model to ensure its accuracy and reliability. 
Test the model using a variety of datasets to confirm it performs well across different scenarios. 
Keep thorough documentation of validation results and ensure they are formally approved.

	Deployment and release
	The risk of integration failures disrupting business processes.
Insufficient monitoring, allowing issues to go undetected.
Compromised integrity of the model or its outputs.
	Use deployment checklists to ensure all necessary steps are completed before going live.
Implement real-time monitoring to quickly detect and address any issues after deployment. 
Apply role-based access controls so only authorised personnel can make changes to the model or its environment.

	Monitoring and maintenance
	Model drift.
Regulatory non-compliance
Operational outages could disrupt business processes. 
Incident response procedures may be ineffective, resulting in delayed or inadequate handling of issues.
	Implement continuous monitoring to track the model’s performance and detect issues as they arise. 
Set and monitor model drift thresholds and tolerance levels that trigger off-cycle model reviews and corrective action.
Schedule regular reviews to assess the model’s effectiveness and compliance. 
Ensure there is human oversight so that critical decisions can be reviewed and challenged when necessary. 
Establish clear incident management procedures, including escalation paths, to respond promptly to any problems.

	Retirement and decommissioning[footnoteRef:3] [3:  The Role of Data Governance in AI Compliance: Lessons from the EU AI Act. https://thetechnotricks.net/2025/03/16/the-role-of-data-governance-in-ai-compliance-lessons-from-the-eu-ai-act/] 

	Exposing residual data when models are retired or decommissioned. 
Unplanned discontinuation of a model could disrupt business operations.
	Develop and follow a formal decommissioning plan. 
Ensure secure deletion of all data associated with the model.
Maintain thorough transition documentation to support a smooth handover to new models or solutions.



The following critical enablers need to be implemented to support these controls:
Formalised documentation, such as Model Cards and Fact Sheets, should be retained to ensure transparency of the model’s intended purpose, to outline the development process, to note the training motivations, metrics, and limitations, to detail the sources of training data, to explain the choice of algorithms, and to capture all significant design decisions. This documentation should be updated regularly to account for any changes.
A detailed audit trail supports traceability and accountability and enables troubleshooting and supports the assurance activities of processes and transactions that rely on AI models. The following key actions and modifications need to be documented:
data preprocessing and model training iterations
validation outcomes
deployment steps
subsequent updates.

The EU AI Act requires meaningful human oversight for high‑risk AI systems. Effective AI model governance must designate individuals or committees to review model outputs, have processes to intervene in the event of unusual behaviour, and ensure considered decision-making on outcomes with significant impact. 
[bookmark: _Toc215235081][bookmark: _Toc223951578]Auditing business processes that contain AI applications or models
The core auditing methodology does not change when Internal Audit reviews a business process that contains an Artificial Intelligence (AI) model or application. The principles of understanding the process, identifying risks, evaluating controls and testing evidence remain the same. What changes is the set of considerations, particularly when the process relies on probabilistic outputs, automated decision‑making or data‑driven logic, including:
Engagement planning
Clearly define the audit engagement AI model access level requirements
Black-Box: Auditors design inputs, query the system and analyse the outputs.
Grey-Box: Limited access to inner workings, such as neuron activations or output probabilities.
White-Box:  Full access to the system, including weights, gradients, and the ability to fine-tune the model.
Outside-the-Box: Access to additional information about development and deployment, including training data, source code and documentation.

Clearly define the engagement context
Define the purpose of the engagement and the type of assurance required. This may include assessing whether the organisation is ready to use the AI solution, reviewing compliance with internal policies or external regulations, evaluating the effectiveness of incident response arrangements, validating transactions influenced by the model or providing advisory support on topics such as governance structures, operational readiness or conduct‑related risks.
Engage with the right stakeholders to gather information and evidence
AI‑enabled processes involve a broader set of stakeholders than traditional automated systems. Internal Audit engages with technical specialists such as data scientists, machine learning engineers and machine learning architects to understand how the model was built, trained and deployed. Operational leaders provide insight into how the model’s outputs influence day‑to‑day decisions and where judgement is applied. Risk management, legal and compliance teams help define the boundaries within which the model operates, including regulatory expectations, ethical considerations and data‑related constraints.

Ask the right questions based on the assurance focus
Ask questions that are relevant to the assurance you want to provide.  When a process includes an AI model or application, auditors may need to explore areas that would not arise in a traditional system review. Table 2 provides examples of questions that help auditors understand how the model operates, how it is governed and how it affects the process or environment being audited:
Table 2: Examples of questions that should be asked of stakeholders
	Assurance Area
	Focus
	Questions

	Operational efficiency
	Resource usage. efficiency.
Speed optimisation.
Benefit realisation.
	How are model versions tracked?
Do we have rollback capability if the new model drifts?
What happens if the inference API fails or latency exceeds thresholds?
What is the total cost of ownership (TCO) for the model, including inference costs (tokens/compute), versus business value generated?
How do we monitor GPU (Graphics Processing Unit) utilisation and what processes are in place to identify and retire 'zombie' models (deployed but unused) to prevent resource wastage?

	Safeguarding assets 
	Security.
Access control.  
Property protection.
	Which individuals have access or roles with the ability to add, modify, or delete entries in the Model Registry, and how are access rights governed and reviewed?
Can the same person who trains the model also deploy it to the production endpoint?
What data sanitisation pipelines are in place to prevent data poisoning or adversarial inputs?
What technical controls are in place to detect and prevent “Shadow” AI usage?
What security measures and controls do we have in place to ensure that vector databases used for Retrieval‑Augmented Generation (RAG) are protected against unauthorised access and cross‑customer data leakage?
What processes and controls do we have in place to assess whether deployed models are vulnerable to model inversion attacks?
What testing was performed to ensure sensitive training data cannot be reconstructed or exposed?

	Reporting integrity 
	Accuracy.
Data integrity. 
Avoid hallucinations.
	How do we measure and monitor Model Drift or Concept Drift? 
How are you alerted if the distribution of live data deviates from training data?
Do we have a 'Golden Dataset' or 'Ground Truth' to benchmark the model's accuracy? 
How do we validate non-deterministic (probabilistic) outputs?
What processes and metrics do we use to evaluate RAG systems to measure faithfulness (i.e. the answer accuracy against source context) compared to measures of answer relevance (i.e. usefulness to the query), and what is the threshold for acceptable error?
How do we trace a specific model decision back to the version of the dataset it was trained on?

	Compliance 
	Legal boundaries.
Regulatory compliance. 
	Have we mapped this model against the EU AI Act risk categories?
If a user exercises their Protection of Personal Information Act (POPIA) or GDPR (General Data Protection Regulation) right to deletion, how do we remove their data from the vector database?
Do we have indemnification from our Large Language Model (LLM) provider regarding copyright infringement? 
What controls do we have in place to prevent copyrighted information from being included in datasets used to fine‑tune Large Language Models (LLMs? 
How do we ensure that model inference activities are executed only within regions that comply with applicable data residency laws?
How is compliance with geographic data residency restrictions monitored and enforced?

	Ethical application 
	Minimising bias.
Ensuring fairness.
Human oversight. 
Transparency.
	How is the model tested to evaluate whether it produces outcomes that result in disparate impact across protected classes (such as race or gender)?
How is testing performed to ensure fairness and compliance with anti‑discrimination requirements?
What fairness metric has been selected to guide model development and evaluation?
What are the objectives of the fairness metric?
How is the choice of the fairness metric justified, documented and monitored to ensure outcomes align with fairness objectives and regulatory requirements?
How are users trained to challenge AI outputs? 
At what points in the decision‑making process do we require human oversight or intervention (‘Human‑in‑the‑Loop’) for high‑stakes decisions?
How are these controls documented and enforced to ensure accountability and compliance?
How do we ensure that disclosures are made when humans are interacting with an AI system?
How is this transparency documented and communicated to users in line with regulatory and ethical requirements?
Can we explain why the model made a specific prediction?
Are ethical guidelines for AI usage formally documented and communicated to all employees?



Conduct a comprehensive risk assessment
A comprehensive engagement risk assessment should be carried out encompassing the dimensions set out in Table 3 below:
Table 3: Risk dimensions to consider in comprehensive risk assessment
	Dimension
	Root Causes
	Consequences

	APIs
	Design and logic flaws.
Shadow and zombie APIs.
Ineffective API inventory management.
Security misconfiguration.
Weak access and flow controls.
	Inadequately secured APIs may allow malicious actors to manipulate model inputs, extract confidential information, launch denial-of-service attacks, or facilitate unauthorised access to downstream systems and data pipelines.

	Cloud platforms
	Insecure APIs.
Insider threats.
Shared infrastructure.
Misconfigured cloud environments.
Weak access controls.
	Compromised cloud platforms can lead to regulatory non-compliance, exposure of sensitive data, intellectual property loss, account hijacking, operational downtime and reputational harm.

	Third-party fintech vendors
	Technical failures or cyber incidents affecting vendors.
Vendor lock-in and operational dependency.
Opaque data handling and lack of auditability.
Integration complexity.
Lack of human-in-the-loop oversight.
Pressure to adopt AI rapidly due to competitive fear (FOMO).
	Reliance on third-party vendors for critical AI functionality can deprive clients of access to essential services, reduce flexibility in vendor selection, limit independent model auditing, and result in broken integrations, undetected model drift, and concentration risk.

	Strategic alignment
	Absence of a defined AI strategy and governance framework.
Misalignment between AI initiatives and business objectives.
Inadequate board-level oversight of AI risks.
Lack of clear accountability and ownership.
Insufficient investment in AI literacy across the organisation.
	Without strategic alignment, AI deployments may pursue conflicting goals, generate value-destructive outcomes, expose the organisation to unmanaged risks, and undermine stakeholder trust. 
Regulatory scrutiny may increase where governance structures are absent or ineffective.

	Data
	Data poisoning and adversarial manipulation.
Weak lineage and provenance controls.
Bias in training and validation datasets.
Inadequate representation of target populations.
Poor data quality, completeness, and timeliness.
	Compromised or low‑quality data undermines model reliability and fairness, leading to discriminatory outcomes, regulatory breaches, financial losses and reduced client trust. 
Weak lineage documentation impairs auditability and accountability.

	Model and algorithm
	Hallucination and confabulation.
Model drift and performance degradation over time.
Opaque or poorly documented model architecture.
Inadequate testing and validation protocols.
Overreliance on automated outputs without human review.
	Model failures can produce inaccurate, misleading, or harmful outputs, lack explainability required for regulatory compliance, and expose security vulnerabilities. 
Undetected drift can degrade decision quality over time.

	Infrastructure and governance
	Weaknesses in vector databases and embedding stores.
Shadow AI deployments outside governance frameworks.
Automation bias in human-AI teaming.
Insufficient governance controls and policy enforcement.
Inadequate monitoring, logging, and alerting capabilities.
	Governance gaps increase attack surfaces, reduce organisational resilience and allow errors to go unchallenged. 
Weak monitoring may delay detection of anomalous behaviour until it causes material impact.



Establish evaluation criteria
[bookmark: _Hlk218520537]Draw on established frameworks such as those from the National Institute of Standards and Technology (NIST), the Institute of Internal Auditors’ (IIA) Artificial Intelligence Auditing Framework, International Organisation for Standardization 42001 (ISO 42001), General Data Protection Regulation (GDPR), and the European Union Artificial Intelligence Act (EU AI Act) to define evaluation criteria. Auditors should adopt a holistic compliance lens to ensure alignment with the regulatory requirements as set out in Table 4 below.
Table 4: Regulatory requirements to consider when auditing AI models
	Regulation
	Requirement

	EU AI Act
	Risk classification tiers:
Unacceptable risk: Models that threaten fundamental rights (e.g., social scoring) are prohibited.
High risk: Applications such as credit scoring, AML and fraud detection require testing for accuracy and robustness, documented technical records and defined human oversight.
Limited risk: Systems like chatbots require transparency disclosures to notify users they are interacting with AI.
Minimal risk: Systems such as spam filters have limited regulatory obligations.

	POPIA
	Confirm that personal data is processed only for defined purposes and that data‑minimisation safeguards are applied. 
Ensure protocols are in place to inform individuals when significant decisions are made solely by automated means and provide them opportunities to request human intervention.

	GDPR
	Verify lawful processing bases, explicit consent, and data subject rights, such as the right to erasure and portability. 
For high‑risk AI activities, confirm that Data Protection Impact Assessments (DPIAs) are conducted and that cross‑border data transfer restrictions are met.



Identify engagement resources
The engagement team must have functional literacy in algorithmic logic, data science tools, statistical methods, bias‑mitigation techniques and the regulatory requirements that apply to AI models. Where the audit requires skills that are not available within the team, the necessary expertise should be sourced through internal specialists or external support.
[bookmark: _Toc215232456][bookmark: _Toc215235082][bookmark: _Hlk215060062]Develop the engagement program to test AI Model procedures and controls
Auditors should, preferably treat AI solutions as white boxes (i.e., auditing through the model), where possible.  Black-box methods are unreliable for detecting anomalous failures such as jailbreaks or backdoors.  White box audits require control testing, as outlined in Table 5 below.
Table 5: Key AI control testing procedures
	Audit Focus Area
	Key Testing Procedures

	Governance and documentation
	Review frameworks: Assess policies for development, validation, and monitoring to ensure they align with ethics guidelines and board oversight. 
Verify documentation: Check for model cards, fact sheets and detailed records of design assumptions, model architecture, training data sources, risk classifications, and change logs. 
Ethical assessments: Confirm that fairness and bias impact assessments were documented before implementation.

	Model design
	Use ‘Red-Teaming' or ‘Sock-Puppeting’ techniques for high-risk or unsupervised systems, to verify if safeguards actually work in real-time:
Red-Teaming: Adversarial testing to uncover harmful, unexpected or unsafe behaviours..
Sock-Puppeting: Creating synthetic personas, prompts or scenarios to trigger risky or prohibited behaviours.
Stress‑testing: Acting as an adversary to expose how the model behaves under pressure. 
Jailbreaking: Attempting to bypass guardrails or induce policy‑violating outputs.


	Human oversight and transparency
	Test oversight mechanisms: Verify that "Human-in-the-Loop" protocols are effective and that designated reviewers have the authority to intervene.
Review disclosures: Confirm that user‑facing interfaces inform individuals when they are interacting with AI and provide avenues for challenge or appeal.

	Cyber, cloud and API security
	Cloud security: Review tenant isolation, identity access management (IAM), and data residency compliance. 
API Integrity: Evaluate authentication, rate‑limiting and logging to detect unusual activity or potential data exfiltration.
Cyber defences: Assess encryption, patching and intrusion‑detection measures against adversarial attacks such as data poisoning.

	Incident Management
	Simulation testing: Conduct walkthroughs or simulations to test responses to model failures or security breaches.
Root cause analysis: Verify that past incidents were logged, analysed, and that lessons learned were integrated into updated processes.

	Third-Party risk
	Vendor due diligence: Review contracts for data protection stipulations and incident response expectations.
Ongoing monitoring: Seek evidence of periodic vendor audits and compliance checks.

	Regulatory compliance
	POPIA: Confirm that personal data is processed only for defined purposes and that safeguards such as data minimisation, anonymisation and access controls are in place.
GDPR: Review compliance with DPIA requirements for high‑risk AI activities and confirm adherence to cross‑border data‑transfer restrictions.
EU AI Act: Review the classification of AI systems into unacceptable, high, limited or minimal risk categories. For high‑risk models, confirm that risk‑management processes, auditable documentation, monitoring, human oversight, transparent disclosures and traceability mechanisms are in place.
Drift monitoring: Verify that mechanisms exist to detect data drift and that models are retrained when regulatory requirements or underlying data change.



[bookmark: _Toc215235083]Management application
Table 6 below illustrates how the insights from the audit engagements can be used by management.
Table 6: How management can use insights from AI Model audit engagements
	Audit Focus Area
	Key Testing Procedures

	Re-establish strategy and core value alignment
	Audit results indicate whether AI operations support the organisation’s stated ethical, legal and strategic objectives. 
Management can use these findings to adjust or reaffirm alignment.

	Support budget requests
	Where governance reviews include resourcing assessments, the results can support budget requests for specialised recruitment or upskilling.

	Affirm and align environmental impact
	ESG audits may include assessments of the energy use of AI models. 
This information helps management confirm that model‑related energy consumption aligns with sustainability and carbon‑footprint commitments.

	Adjust Risk Appetite
	Reports provide transparency into observed performance against risk-tolerance thresholds. 
If risks approach tolerance limits, management can decide whether to accept the risk, reduce it or discontinue the activity.

	Manage high-risk model fairness breaches
	When audits identify persistent fairness breaches (e.g., disparate impact across demographic groups), management can decide whether to reduce the risk through new controls, limit the model’s scope or transfer the risk through insurance.

	Remediate design deficiencies and zombie models
	Audit findings can highlight models that are no longer effective, poorly designed or no longer monitored. 
Management can use this information to retire, redesign or replace these models.



[bookmark: _Toc223951580]Conclusion
Internal auditors are equipped to give management and boards the assurance they need if they understand the AI model lifecycle, ask the right questions, and test controls timeously. The framework endeavours to provide the foundation for building the required skills and competencies.

Risk-based IA framework for AI models
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